
Methodology for Evolving Security Requirements 

Change 

Request
Requirements 

Elicitation

System 

Design

Requirements & 

Change

Argument 

Analysis

Requirements 

Evolution

Evolution 

Rules

Δ Security 

Properties

Risk 

Assessment

secure 

after 

change?

requirement 

satisfiable?

Thein Than Tun            Yijun Yu           Bashar Nuseibeh

www.securechange.eu

What

A requirements engineering 
method to ensure lifelong 
compliance of long-lived 
software systems to evolving 
security, privacy, and 
dependability requirements
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Why

Long-lived security-critical 
software-intensive systems 
need to respond to inevitable 
changes in their functionality 
and socio-technical context, 
while maintaining their security

How
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